MANUALS OF OPERATION FOR THE Operators of OBU/ZSL in the scope of the
SSL certificate update

The validity of the SSL certificate is maintained for 1 year counting from the day of its issue and is one
of the conditions for proper functioning of the data information infrastructure communication of the
operator with the e-TOLL system. The SSL certificate is network protocol, used for safe Internet
connections in the scope of coding on the WWW sites, protecting transactions and securing the
information sent by the post and the WWW site such as passwords, logins, personal data, etc.

The lack of the SSL certificate updated by the OBU/ZSL operator exposes the users of the e-TOLL
system to the lack of possibility to use the functionality of the system, including the one concerning
transferring geo-location data to charge the due amount.

(example)

Step 1

- enter https://puesc.gov.pl

- log onto the account in the company context

- choose folder ,,Forms” in the menu

- unfold ,,Forms alphabetically” and enter ,ZSL105"
- open the link searched for

MY DESKTOP SERVICES NETWORK SERVICES FORMS HELP SINGLE WINDOW NEWS

PUESC > Services > Forms >

DUTY, BORDER, STATISTICS v Forms catalog

EXCISE DUTIES, GAMBLING GAMES, < Search for the interactive form you are interested in in the catalog below.

TRANSFERS AND TRANSPORT )
Follow the on-screen instructions when completing the selected form.

e S AND GUARANTEE w2 Mapping PUESC forms to PUESC2 v
KAS CUSTOMER AREA < Forms alphabetically &

FORMS
=

NETWORK SEVICES - INFORMATION
AND SPECIFICATIONS

ADGIKLOPRSTVWZ
S

SENT ZSL105 - Aktualizacja danych rejestracyjnych ustugi ZSL/OBU [SENT] @ Available
Formularz do zarzgdzania zarejestrowanymi ustugami ZSL/OBU oraz urzgdzeniami przez operatoréw ZSL/OBU

Forms in groups v

Step 2
- approve the NIP of the compay showed



MY DESKTOP SERVICES NETWORK SERVICES

& My cases and documents ﬁ To send and drafts & My services

FORMS HELP SINGLE WINDOW NEWS

& My Data & Entity data & e-Documents & e-Platnosci

PUESC > Services > Excise dutles, gambling games, transfers and transport > SENT - Road carriage monitoring > ZSL- 105 >

DATA OF THE SERVICE OPERATOR

IDENTIFICATION TYPE *¥ @

‘ NIP

IDENTIFICATION NUMBER * @

’ 5970551996

3.22.36, Host: 152

Main portal version: 3.22.36

Step 3
- choose ,,List of services”

MY DESKTOP SERVICES NETWORK SERVICES

& My cases and documents ‘ To send and drafts a My services

FORMS HELP SINGLE WINDOW NEWS

& MyData & Entitydata & e-Documents & e-Platnosci

PUESC » Services » Excise duties, gambling games, transfers and transport > SENT - Road carriage monitoring > ZSL - 105 >

ZSL101 - INFORMATION ABOUT REGISTERED ZSL/OBU OPERATOR

Service operator type: ZSL
Service operator status: registered

INFORMATION ABOUT THE NOTIFICATION
Checksum: 0e3 )8ff9b74cab3b1 1e28e4a2203

INFORMATION ABOUT REGISTRATION OF THE ZSL/OBU SERVICE OPERATOR
Creation date: 2020-09-15 godz.18:10:27

Creator: Marek Tomczyk

Modification date: 2022-09-22 godz.10:28:48

Modifier: Marek Tomczyk

INFORMATION ABOUT THE THE ZSL/OBU SERVICE OPERATOR
idSISC identification number: PL597055199600000

Full name: GEO INFO 1.3

Identification type: NIP

Identification number: 5970551996

Address information

Swietokrzyskal 12 / 21261

00-916 Warszawa123, PL

o E 2 6

CONTACT INFORMATION TO THE ADMINISTRATOR OF THE ZSL/OBU SERVICE OPERATOR

Phone number: 226663322
E-mail: marek.tomczyk.puesc@gmail.pl

3.22.36, Host: 152

Main portal version: 3.22.36

Step 4

- in the column ,Akcja” choose icon at the service which you want to update (symbol of the

document with the magnifying glass in green)



MY DESKTOP SERVICES NETWORK SERVICES FORMS HELP SINGLE WINDOW NEWS

‘ My cases and documents ‘ To send and drafts G My services ‘ My Data ‘ Entity data ‘ e-D ‘ e-f sci

PUESC > Services > Excise duties, gambling games, transfers and transport > SENT - Road carriage monitoring » ZSL - 105 >

LIS‘ Of deVices m m

ZSL114 - LIST OF REGISTERED ZSL/OBU OPERATOR SERVICES

INFORMATION ABOUT THE NOTIFICATION
Checksum: 3ba6478878cc1d6013ec3cf1a0181a6f855621263

INFORMATION ABOUT THE ZSL/OBU SERVICE OPERATOR

Identification type: NIP
Identification number: 5970551996

LIST OF ZSL/OBU OPERATOR SERVICES

Service number Service own name eTOLL | SENT- | Device status | Creation date Creator Modification date Modifier Akcja
GEO
ZSL-CSFF-8 Test123455 1 [J | registered 2022-04-28 Marek Tomczyk | 2022-09-22 Marek Tomczyk R
g0dz.05:54:34 godz.10:33:40 &

Step 5

- choose button ,,Edit service”
MYDESKTOP  SERVICES  NETWORK SERVICES ~ FORMS  HELP  SINGLE WINDOW  NEWS

& My cases and documents |l Tosendanddrafts @ Myservices & MyData & Entitydata & e-D & e-Pi

PUESC > Services > Excise duties, gambling games, transfers and transport > SENT - Road carriage monitoring > ZSL - 105 >

m M pitoi i SN davee Lls‘ of dences m m

ZSL111 - CONFIRMATION REGISTRATION OF THE ZSL/OBU SERVICE

service number: ZSL-CSFF-8
Service status: registered

SERVICE OWN NAME
Test123455 1

SERVICE TYPE

@eToLL
[JSENT-GEO

INFORMATION ABOUT THE NOTIFICATION
Checksum: bb0ca86c255d790b8cf18d820d85b0aa624331f2

INFORMATION ABOUT REGISTRATION OF THE ZSL/OBU SERVICE
Creation date: 2022-04-28 godz.05:54:34

Creator: Marek Tomczyk

Modification date: 2022-09-22 godz.10:33:40

Modifier: Marek Tomczyk

INFORMATION ABOUT THE ZSL/OBU SERVICE OPERATOR

Identification type: NIP
Identification number: 5970551996

URL ADDRESS OF THE ETOLL SERVICE DEDICATED TO COMMUNICATION WITH THE ZSL/OBU SERVICE
https://spoe-dev.il-pib.pl:8443/zsl/ss1/68c9435b-3288-470a-9882-12493fd6876

IPV4 ADDRESSES FROM WHICH THE ZSL/OBU SERVICE WILL TRANSFER DATA TO ETOLL / SENT-GEO SERVICE
1P:222.111.111.222

CLIENT CERTIFICATE ISSUED BY THE ETOLL / SENT-GEO CERTIFICATION CENTER (ENCODED IN BASE64 FORMAT)

LSOtLS1CRUAJTIBDRVJU SUZJQOFUR SOtL S0tCk1J SUISVENDQkMyZ0F 3 SUJBZOIDQTNZJORRWUpLb1pJaHZjTkFRRUXCUUF3Z2U0eEN6QUpPCZOSWQKFZVEF sQkOKTYV. El JOcFpURTINRHNH
QT Ty JOCEID! OMGQyOTNIUGJKYmSOMGVYUjFkQOJD QyTjZIVEUAT! 13d6CIdtRNJAWUpoWKNCYVIXRjNZVZVEYjNkaGJubGphQOJVWId
Ob2JtbHJJRWx1Wm05eWJXRmpIV3B1ZVdOb0IDaGEKTFRZCcE1Ta3dKd1IEVIFRRERDQIR SVTVVSUVKRIRSQ OT! pPNQjhHQINXRINJYj! VJZU2My YjBCcGR
HA3VKkMkYzTGS5CcO01CNFhEVEISTURreU1gQTRNekOWCk1Gb1hEVEISTURreU1g UZvd FVRUJoTU TUJINTIZCQUINQI y' TVJF Y SnplbUYzZWVRFTE1Ba0dB
MVVFQ2d: FTQmdOVkJBZ01DM;| 1ZqYTJsbE1Rd3dDZ1IEVIFRTERBTKVXbEF 3Z2dFaU JBUVVBQTRJQKR3QXdNnZOVLCKFvSU, 2JONTIrNC!

JTTW, 'OEJYNIpy TKEKZ2VGUUVkamZJRjkwbXJnC OZktOVH; 1kQOF LKzk1 SUVXT3dKbXhFay95ZAp6aESBV212dGh50TVvO StVeCSyaDByYVhoZTRJa3FDTRUY
KN SK21KTjhYZCtul 2! JtSRFJOVWO1C! T 11VPQWNKY s JKzhxQjVUUL tR25I0Hg 1UkVQY i 2hi 13RHN4R
3c28: IZZaWx1cGOVKIZL 2tIVHImZTd3QXFvYIMxYzlidGMrWEFiQWdJNQkFBR2pnZ0YzTUIJQmMNEQUpPCZ05W SFINRUFQQUFNQjBHCKEXVWREZ1FXQkJRNZNQMndn SVF2 Sm5DZkwr L3BtVFZUYIhSbXNU
QUICZ05W SFE4QkFmOEVCQU1DAmVEJOVIWUQKVIIWbEJBA3dDZ 11 S3dZQkJRVUBAOI3Z2dFZ0InTIZIU01FZ2dFWE1J SUJFNEFVTEJyaUNwUZIzNTIpb1Y QmdOVkJBWV
REDEJNTVJRAOVAWURWUVFJREFOdFIYcHZKM STUE. d3dJVj, InTIZCQWSNT] iVK SFYw SU1XQnhJVmoKZWo aHhZL ANXNXpk
SGwwZFhRZ1FtRmtZWGRGZW5re! TZ( YThXQ JGdWMyOTNZVZU1WTInZ1ZHVmphRzVWYXIC SmItWnZjbTFoWTNscWJubGphQOFvCldpMDJLVEVKTUJZROEXVUVBd3dVVTBWT1ZDQkhS
VThnU1ZST! iM1FnUTBFeEREQWFC. FVORY YkM1M1IYY3VjR3IDQ! E JJDd1VBQTRJRUFRGmMZXaXhL iq QalNoRGITbGNKYXJ1TDh6SzJ4T

FVEWDV1C 1K2E4TONEK IiZESNTUESTkSOdTM3K08vQ25qa: IDh3R! TE. JXM: JuN24KLO' V2Y3cjJJNHMOT3IsT StSbTNAWW




Step 6

- in point 4 (A request to sign and issue a certificate for the domain indicated by the ZSL/OBU services
operator) of the vision showed (ZSL112 — UPDATE DATA OF A ZSL/OBU OPERATOR SERVICE) paste the
new CSR (CERTIFICATE SIGNING REQUEST)

- choose button ,,Save” on the form ZSL112

MY DESKTOP SERVICES NETWORK SERVICES FORMS HELP SINGLE WINDOW NEWS
& My cases and documents ﬁ To send and drafts & My services & My Data & Entity data & e-Documents & e-Platnoéci

PUESC > Services > Excise duties, gambling games, transfers and transport > SENT - Road carriage monitoring > ZSL- 105 >

ZSL112 - UPDATE DATA OF A ZSL/OBU OPERATOR SERVICE

Service number: ZSL-CSFF-8

1. Service type >

+| ETOLL SERVICE @
SENT-GEO SERVICE @

At least one service must be checked

2. Service own name or description >

SERVICE OWN NAME OR DESCRIPTION *

Test123455 1

3. IPv4 addresses from which ZSL/OBU service will transfer data to the eTOLL / SENT-GEO >

IP ADDRESS
‘ 1. | 222111.111.222 &

4. Arequest to sign and issue a certificate for the domain indicated by the ZSL/OBU service operator >

CSR (CERTIFICATE SIGNING REQUEST) @

(please paste CSR including ——-BEGIN CERTIFICATE REQUEST--—- and -—END CERTIFICATE REQUEST-—--)

Step 7
- obtaining confirmation of the updated service



MY DESKTOP SERVICES NETWORK SERVICES FORMS HELP SINGLE WINDOW NEWS

& Mycasesanddocuments |l Tosendanddrafts @ Myservices & MyData @& Entitydata @& e-Documents @& e-Platnosci

PUESC > Services » Excise duties, gambling games, transfers and transport > SENT - Road carriage monitoring » ZSL - 105 >

m m Add deVice DE|em devm us‘ Of dev-K:es m m

ZSL111 - CONFIRMATION REGISTRATION OF THE ZSL/OBU SERVICE

Service number: ZSL-CSFF-8
Service status: registered

SERVICE OWN NAME
Test123455 1

SERVICE TYPE

@ eToLL
[JSENT-GEO

INFORMATION ABOUT THE NOTIFICATION

Checksum: fc67a652778374529d6618ab663f6349e1048111
Document own number: 234

INFORMATION ABOUT REGISTRATION OF THE ZSL/OBU SERVICE
Creation date: 2022-04-28 godz.05:54:34

Creator: Marek Tomczyk

Modification date: 2022-10-06 godz.11:55:40

Modifier: Marek Tomczyk

INFORMATION ABOUT THE ZSL/OBU SERVICE OPERATOR
Identification type: NIP
Identification number: 5970551996

URL ADDRESS OF THE ETOLL SERVICE DEDICATED TO COMMUNICATION WITH THE ZSL/OBU SERVICE
https://spoe-dev.il-pib.pl:8443/zs1/s51/68c9435b-3288-470a-9882-1€2493fd6876

IPV4 ADDRESSES FROM WHICH THE ZSL/OBU SERVICE WILL TRANSFER DATA TO ETOLL / SENT-GEO SERVICE
1P:222.111.111.222

CLIENT CERTIFICATE ISSUED BY THE ETOLL / SENT-GEO CERTIFICATION CENTER (ENCODED IN BASE64 FORMAT)
LSOtLS1CRUJJTIBDRVJUSUZJQOFUR SOtL SOtCk1J SUISVENDQkMyZ0F 3 SUJBZOIDQTNZdORRWUpLb1pJaHZjTkFRRUXCUUF: QUPCZOSWQKFZVEFsQkOKTV. JREFOAFIYcHZkMmxsWTJOcFpURTINRHNH
QT TVzVE: YU JhFaFdOl "JOCEID! OMGQyOTNIUOJKYmSOMGVYUjFkQ0JDWVd SaGQy TiZIVEU4TURVROEXVUVDA3d6 CIdtRnJAWUpoWKNCYVIXRjNZV2VE YjNkaGJubGphQOJVWId
Ob2JtbHJJRWx1Wm05eWIXRmplIV3IB1ZVdOb0IDaGEKTFRZcE1Ta2dKd1IEVIFRRERDQIR SVTVV SUVKRIR5QkpWRXdnV2xOT! 2dNUO. RFaApNQjhHQ1NXRINJY]NEUUVKQVJZU2MyVnVkR2RsYjBCcGR
HA3VKMkY2TG5Cc01CNFhEVEISTURreU 1gQTRNekOWCk1Gb1hEVEISTURreU 1gQTRNekOWTUZvd FVRUJoT TUJINTIZCQUINGI y' TVJF Y SnplbUYzWVRFTE1Ba0dB
MVVFQ2d3Q1RVWXhGREFTQmdOVkJBZ0 1DMjF oZW05MwphV1ZqYTJsbE 1Rd3dDZ1IEVIFRTERBTKVXbEF 3Z2dFaU1BMEJDU3FHUOIIMORRRUJBUVVBQTRJQKR3QXANZOVLCKFv SUJBUURWZkozU2JONTIrNCIWUKxpVHR S SmMwVz
JTTW. 'OEJYNIpy TKEKZ2VGUUVkamZJRjkwbXJInQ OZktOVHZX: 1kQOFLKzk1 SUVXT3dKbXhFay95ZAp6aESBV2I2dGh50TVvO StVeC9yaDByYVhoZTRJa3FDTjRUY
kN SK21KTjhYZCtul JOVWO1C TmJrMWSqd1VPQWNKYjdXNzhRd2I3NWF5QXVz SHCOVEN2 SWp SWjZteWSJKzhxQjVUL 2510Hg 1UkVqY' 2hmZ013RHN4R
3c28: ZZaWx1cGOVK1Z 2tVHIMZTd3QXFvYIMxYZlidGMrWEFiQWJNQkFBR2pnZ0YzTUIJQmNEQUPCZO5W SFINRUFQQUFNQjBHCI Z1FXQkJRNZNQMnd DZkwrL3BtVFZUYIh5bXNU
QUSCZ05W SFE4QkFmOEVCQU 1DQmMVBdOVIWUQKVIIwbEJBd3dDZ 11 S3dZQkJRVUhBAOI3Z2dFZ0InTIZIUVO1FZ2dFWE1J SUJFNEFVTEJyaUNwUzIzNTIpb1Y5MQ) QXhDekFKQmdOVkJBWV
RBbEJNTVJRAOVNWURWUVFJREFOJFIY: kMmxsCi STUE. d3dJVj UFRBNOJNTIZCQWSNTKVsdWMzUjVk SFYwSU1XQnhJVmoKZW01dnhadGphUOF0SUZCaHhZUnpk SGR2ZDNrZINXNXpk
RZ1FtRmtZ! QTZCZ0SWQkFzTQpNMXBoYThXQ1IXUWdXbUZoZDJGdWMy OTNZVZU1WTJINZ1ZHVmphRZVWY XIC SmJtWnZjbTFoWTNscWJubGphQOF vCidpMDJLVEVKTUJZROEXVUVBA3dVVTBWT 1ZDQkhS
VThnU1ZSTUIG SnZiM1FnUTBFeEREQWFCZ2txaGtpRzISMEIKQ1FFVORYbzJRR2ww YkM 1M1IYY3VjR3ID IDU3FHL JJDd1VBQTRJRUFRQMZXaXhLeDNhWAoxVFdqeGU1R2xQalNoRGITbGNKYXJ1TDhE SzJ4T
FVEWDV1QkZsNmdvbVo1K2E4TONEK2FKMmIS S25qbFNaaXRPCIRZESNTUESTkSOdTM3K08vQ25qa3F 5eGUzNDh3R3IqcUgvRkSqUTBIdksrenBENErcHIXM3cve VFUczJuN24KLOYSVGAOVmMUrcEwrV2Y 3cjJJNHMOT 3IsT StSbTNAWW
RKSmNXbVJDQ ZHNWQgoy ViipbjMy QkFIRjdQ' QxN1drWWZJMzN2QVpEQjcwbWRpTDBWTnY20GdYUIESejA40EIDcnB SCIp2MOticGd3QWU4QIE4Y ngvQIIM SFNSUEJyYidaVIJBS

ADDITIONAL INFORMATION

The user fills in the fields of the form. In the field A request to sign and issue a certificate for domain
indicated by the ZSL/OBU service operator pastes CSR (ang. Certificate Signing Request). CSR is
generated on the basis of its private key. For this one may use openssl (www.openssl.org). If the user
possesses already a private key (e.g. file private.key) in the Linux environment the order has the
construction as follows:

1. Openssl req —new —key private.key —out certificate.csr

If the user does not have a private key, it can be generated for example:
2. openssl genrsa -des3 -out tech-private.key 4096

(length of 4096 bites gives a better level of security than the key 2048)

Example of the file containing the private key is presented by Fig. 4.



————— BEGIN RSA PRIVATE KEY-----
MIIEowIBAAKCAQEATTEQoE6hSdj4n0wrgLlGRI9ITheXkIHnyHdCeoh/oXt+cSAua
SvEsSeMUYYdw4 £COWeHUe55gNSphHeumgNZnyDPSvM4eb+ZDWhhHeToWvwyY5iNXB
1mKuux1XPOtCaHXgPJOezrebMTiSpMOQUSF 4 KKOpgIVESpiJ4 1inMR1DAGICPBD
dOOZgSmX7tHp 9 7q+ PbVbWwvUgEeISxsgQl6SZTbAci1aGBHGIO+ 51 2RRAZOF 447
KGFjwEl+UxDgaNaSp7Au/UGUCzHS51iQThON3KE j+cGgroGvSge6kUI2TdSVTZiyE
kWdk8gvltwueKScac9/0rdl réYopGgSxwlr+TQIDAQABACIBAQDe PSF9cqTI9X41
TVgkl 6cgkQQqSUSs0kTQSidbkROMKL S/ JCrqQSVEELdz+1260DCYiiAZglpdoyTa
zCz011dht HsWiVBISHAT leu2iJO/81g2DGO0OgCEchQbpQEHQLHWGVIBaF+ha3Wédd
VJ1H7f4ct fxoGiBS5XHBItgq3JoLdeH3YqaNzQZLKSx 91 /Px0O6J T sLya8 2KKUBrp
M3AOumtEtOYRySTIkVT7i1YeYUFLPWT TcR5rh2c2a5r 1 £QTGQ jQorWBu/ed Po7PMn
Vbp/qDBgnifemd/dxDHydtXtJukplmLdUSK1SjAXApr2Z28XZ56espTnulxkkvuzi
mnylSmItAcGBAP34whE8DZwvUeKInd0B8os5Q0zHEtMnef IMBOulyoj 94RQZuvEVwAR
eoTeFIEPOQqgdBTMSgkgZpNuyYxW+0rQI 4mM]l OWh IDYHWANTXNOTRDIEBEBCukCh
/+bdjLSytmDyVhkGMIMQ1EO0L1 TMdncrQRSURVBYNRXbDz zoPTwl L2ZbASTAOGBAPGD
HIDDlxcHZkdOWNof2RDE+UbgaU86al3dtGSsoToébmPkXxfe6PJPuBpLlwzhVOafZ
EXH4qJ9CIiOE4r6Pel yAY44KDwxEmlBsUTEGfEchJaR6xykWBU25Nr5P30452xCTI
58 TeJmQg+BGUUpTLgC/QlcpiRTyyP+hS5CNNkAp2 fAoGAEcSaiCLrzacSvX1+6KXX
JaowmSADgQBiYTSJegiB8 jNQILyFbUNToNm] 3DERpADVZikgOkaT j XkMs 9IWNGphy
NALTAA4xXKROKWOF4ATr v+t Xx+WDNIgk75imZCnwnn2 Sykx 1l ruwJf1AS7YFuQ+zF
rHTBEdt 6ad4vTEebGIImE2uMCaYAOENMFH9AMqUarFW0/1 1mh40D01JIBTWTB8aUiD/
Gw7zwXgLSC{LANXhGrT1SEIoRAGSUEORUHKO Tc0sBU3xhPl zghogqt pAKCKNCS30
WeFTExhgMGUrgHl LXpfkvSEEGWIJTD14hA3EQeSxdNnjDI216ufiukMbf62 fK2JT
aMNp4QKBgDxQkHSXBETFh1Uijf3CEIMESZT7 fxrzChdIINXG6/PeVrex3UKSVWmBY /v
auOMEHZmoo/FRZXdcZPI0wzcGbdozd few2Dp2savewSQEG4 v3DZDERGKSX 7 Yo+M
akL3MCgqGqVN1+fVAuFHzGQPpMKMX ZHUK1pLTVWNVawe 0SBEZ5U5

=====END RSA PRIVATE KEY=====

Fig. 4. Example of the file with the private key
In turn, the example of the file containing CSR is presented by Fig. 5.

=====BEGIN CERTIFICATE REQUEST=====
MIIC1zCCALBCAQAWGZEXCZAJEBgNVBAYTAL BMMROWEGY DVOQIDAENQVRPVOLFQOEJ
RTERMABGAIUEBwwIVOFSUlpBVOExDDAKBgNVBAOMAOSIVDELMAKGALIUECWWCH jYx
FzAVBgNVBAMMDnd3dy SpdGwud2 F3LnBsMSUwIwYJKoZ ThveNAQKBFhZlLmtsaWlh
c2FyYUBpdGwud2F3LnBaMI I1BI jANBgkghkiGOwOBAQEFAADCAQEAMI IBCgKCAQEA
TTEQo66h5dj4n0wrgLGaJ9ITheXkIHnyHdCeoh/oXt +cSAnaSvEsSeMUYYdwd £C0
WeHUe55qNSphHeumgNZ2nyDP9vM4b+ZDWhhHeToWvwyYSiNXBImKuux 1 XPOtCsHXg
PI0ezrcbMTiSpMOQUIFcAKKOpIVESpIJ41inMR1D4G3cPBDAOOZGSmX Tt Hpa T+
PhVbWwvilgEelSxegQlESZThAcl1aGBHgIO+5i2RRAZOF ] #++ TKGF jWEL+UxDgsNas
pTAL/UGUCZH51iQIh9N3KE j+cGgroGvigeekUI27d5VT2Z jyfkWid kB8gvl twueKScs
c9/0rdlr6YopGgSxwQr+TQIDAQABoARWDOY JKoZ ThveNAQELBOADggEBADjODUll
Wyp2GJ/8nam/binh2WNSczQOFjQEIiK/+rhl1BfOREkY0J9cz+hRSZL SmIDEUVHEC
uda/iJicrMEHPhTDCItKuAk2c29ErxKJesSXr /anRKg9EBDTABARFME jsJo/ yRaul,
oHetcTgxNPDBspkCmo2eRrKb2 LAhCGFQRGAWX/Ggéiuzd7zZKnOVKMuELpOP/vTz
GueQUDi2kpg/cr5AlrwgddSulBaglvi9GeYXNa /wkgOrNsuP660W ] BudQgIWpWdV
ikYJShaHRHFxk3Qr//3P31g0vgcdAubDes/rda0lET7dzul t0gZymoQKPuOwXpfgY
gxjEmtwLRv5BgME=

----- END CERTIFICATE REQUEST-----—

Fig. 5. Example of the file containing CSR

More details to be found at the address:
https://tech-itcore.pl/2012/07/04/generowanie-wlasnego-certyfikatu-ssl/
https://uk.godaddy.com/help/apache-generate-csr-certificate-sighing-request-5269

In the form there must be a possibility to provide e-mail address, to which the user will receive a form
with the reply.

In the form with the reply Operator ZSL, Operator OBU shall obtain the Certificate of the client encoded
in the base64 form.

It should be decoded. One should not add to it the line BEGIN/END CERTIFICATE, one should only use
the tool which can decode the encoded text in Base64, e.g..:



3. Notepad++ > Plugs > Mime Tools > Base64 Decode
4. openssl baseb4 -d -in plik_z_zakodowanym_certyfikatem.txt -out certyfikat.pem

5. Site https://www.base64decode.org/

6. Certutil -decode plik_z_zakodowanym_certyfikatem.txt certyfikat.pem (for Windows using
the line of the orders).

Example of the certificate in base64 is presented by Fig. 6.

LS@tLS1CAUGITiB0AVIUSUZ IQRFURSETLSALCK] ISUVGENDQWS JQOF nR1RNGTBHQINXRINI Y NELUVCQ3dVY
U1DQXhT akF I QmdOvk JBTUIGVUS s Y2SSCFptbGoKWWhSBE 1FRY FkRZhZY2 1 sMEVUQWYGA 2 BATRBNULUSXIHRE
VEITWRk YUZ MRPVEELTVR ) e ELERXaNasRNWTULIHREDNUKF SROATRF IRUVURFAIRVYF IxbEXuQrdiNU1 ] IRKFIRFT
RUUEFEzFvY I xbExuQnNISESITGIvAULRE 3DUVIEC T ZRUUMF dOpRVERF Y 1CaRdBMWF QO INUZVE AmphR2 1
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Fig. 6. Certificate encoded in Base64

Whereas, the example of the certificate decoded in PEM (ang. Privacy-Enhaced Mail) was showed in
Fig. 7.



mm===REGIN CERTIFICATE=====

MIII j CCBFegAWI BAg ICRECWDOY JHOZ ThecHAQELBOAW e d MO 2 AJBaNVBAYTA 1EM
MEOWEgY DVQQIDAL LY Xpwd2 L1 Y2t pi TESHMD=GA1Y El.'l-.gw':l SWHzdH 10dX Qe Y HEhKNE
bim/ FadNe ICOqUSHERHNOA 9 3e SEIbnNDa B L dCECYWRhAZNEATEEMDOGRI UECWWE
HEFreY THZCEaYWFITHSzh3dhbnl jaCBUZRNabnl r IEluimSybWFjelpuaWilaICha
LTYpMSkw I DUQODDC AT S DI EAFTYRIVEWGWINMI FRL o309 TGV EMwgMSEDOTER
HEA Ei:SqGﬂ Ib3DQEJARTSe2VudGd L BORpdGwad2 FALnBaME4 X DTEAMT AODAIMDIY
HEeXDTESMTAXODAIMD IwNFowg EEXCZAJBgRVEAYTAL BMMEOWE S YDVOOI DAL HOVED
VOLFQOEJRTERMASGALUEBWwwIVOFSU] pEVOEx DEAKBgNVEAMAN S IVDELMARGALUE
CwWwCH i Y Pz AVEGNVEBAMMDAd 3dySpdGwuid 2 F 3 LnRsMS U IWY JHGZ LhveHRQKBERE]L
LmtzaWlhe2 FyYUBpdowad2 FILnEaMI I BT jANBgkah ki Gowl BAQEFAADCAQRAMI IR
CglCAQEATTEQoE GhEd j4nliwrgGed 9 JThe Xk IEnyHdCech/foXt+cBhnaSvEa Sl
T¥dwd fC0WaHUeSSgNs phHeumg Zny DR Syl b+ Z0WhhHe ToWwvwy Y Si NN B I mkunx L X
PleCaRXgPICe s rebMTiSpHMOIQU AR cd KROpgGIVESE1 4 T inMRL1 MG PRGOS g S
TeHpS T+ PEVERwvUgie I 5xagll 65 ETEA0L 1aGEHg IO+ S L ZRRAEOF I+ + THEE jwEL+
UxDgaslafpTAn/ DGUCzHS L IRThONIKE  toGgrobv g e kU T2 VT dSVTE Yy EkWd kAgwl
twuekScach Ord]l réYopGg Sxwar+TOI DAOARCS T Bd 2 CCA XMW COYDVROTRAIWADA
BgWVHO4EFgOUgeh3glGl giiurhVaasH 5 1J4n I Uswig Y DVROFAQH/ BAQDAgXgMBMS
A1 I0OMMACGC CaGROUFBwMOMI IBIAYDVRD I BITEBF eCCARDAF Cwadggllt b+ £YgF E
ARARE FwmiS 1 poYHEp I HZMT HeMGswlOY DVORGEWIQT DENHE IGA] VECAWLEWF 60 3dp
ZWNr aWUxETAPRGHVEBACMCFdhenN 6 KdhMT Owlw Y VOO DDRIbnN0aXR1dCDFgeSE
YApubWHEY 2 kgL SBOY eWECIRIbAA5 IELuc 3R dRVOTEJh EGE3Y Ap ST wwlgYDNQOL
DDNaYWvPgmPkI FphtXdhbntivd2FueiWlo I FRIYZhuaWsg S Smbk3 JEYWHSam3 5Y 2gg
EFotHikxHTARRgHVBAMMEFNET LOGROVETELUTCESHZ 50 IENEBMEwwSq Y JHaE ThveN
AOKBFgLENKBpdGwud2 FALnEsggl OAzARBg ki h k1G9 0BAOs FAROCBAREARN/ BITHT
ZEVHE9+02uzio s+ 6tubKz JBEgv 74528 IWPhCGrYEDZFID/ 3gLOCNE KV+CploVaYoz
Fiwe folednREE/AT E2WnYh 1 3UMReW I Fustxt Kty +HvglaqiTE Lrm) 20 6evTaRta
b 0piu/ el PRPIGURROhwdX 6y JvOB vREZSIWYAUFOak T ST 6EM ] EAEULI TSYNVE
yHEkdhLriwgRlHeQdRVoodr Ppnd+o] E07eidy donHgl ) TnsGYCKuSut 4H T s6d0p2E
tCREDSI5rL ) vd Suxo2uARSReW4COEPMEBR Th AXVrAY gt HO9dhGHU3ncR3FIT 1gTo
NS XRISToNPXKTHAPoBy/ Ewa lp+ Y iwViizeBBt2blbea 20T+ HJZRADY L 3uGEODE
KRFowP40HE 44 9EER S cEX R 23008 0uGl Wimz k2 SBHEEPuacQLAgqER AT nTpeyUWEZR
rblxdNEBL S0n s vFVBaXvBhzROgBE 12t A fMCT EVX 1T WO T 2va ) nDyWbmS 1 owWe Xy
JdEndvwsEYrald/ Imh¥ou L PHYBL XA Snt oTHax 8 pHmo I I v g L 8T S fn Y s EGD+Be
B I BINNENhDOUEWR SJZ2EEwR IVSI NI Q4TI aTO) XLE a:ﬂ'il-_,,r?.trkj T AC EuaUNTBhbd
oewlndkllatdFPons) prXaQolaew L 2T naW /ALY MEBE+ YEONMAIMZN e S43TERS TS
GGhopR0l 35 Y MgVHQEBNgp Pad Y/ JCY NS IS TO0MeNL 2 FE TCuR4UTEe kD i Hghi
wnYelygaldof zZHwAEzaYmlnyo LeNUDnNEBRi GSSMEWR Sn 1 +WMhDEVIJ I KLnBETed
1iV] Eweyubulid kX SePxBa e PXE/ T4t TEF+ BAGNsoHEs 1E1 DSqNIvd 1 35gpHART
uegBamXs TyCyERANFEL LIhKHRO Lo+ 6WY 1 b cNUK T pp 8 cOZ4RV FDROL a0 Y dhCxls
Sy FepDYbh01 faYjoviKatwks FEOmoa f £0TIcem]l Labvmk S JEXY f +SHmURShSpUOsy
hHmTTRar fegrUirktgBWW L tHHgP+ FukBtpeihdMd eI 1 shaed+ et cfgTidwevE
obEXEScEgl FnlgwiMi iivIm3zaycaay jalvIigl s8CVEenVaht saGToe9 KY 7401
1EE4 TPRGIVEGLSERny W3 BXENpIWE Te+ Wl TEHSOPGI Ipludnxani0lbRltary
iTm2nePvbISon/BEML LNVIUSIUESReFLh / pripu LouKScf / ENARSTEIT Smad BT Dy
m+TYEWRCMEINZI +h+ QokdWmPageBnGA taTOhcei PTIW2gLis0j 2k 1620/ VEtooRanl
AELZaGkLCHY flg==

————— EHD CERTIFICATE-~==-

MIIkwiCoBggoin I BAg ICEAMKDGT IR E T hveNAOE LB ARG f A 2 AJBgNVEA Y TALEN
MROWEGYOVGOT DALt Y Rpwd2 1 12t prtERMAR GA L UEBww IV 2 Evo Sphd2 Ex PTAT BV
BACMNELuc3RSAHVIIMWEXIVienSva2t jaSAt I FBhaY Rzdidvda koS Sedh10d% g

EmEk YR enkx PDAEBGNVEA MM pha SRCYWEgWmEhd2 Puc2 03YW S5 Y 2aqVel atsp
arAL TRmTiramTRY Tl b T A s AaW T P T EAMAE =S T H P A e T AT RUR T R S ERT T Tar

Fig. 7. The example of the decoded certificate

After decoding the file is obtained containing maximum three certificates in the PEM format:
1. Certificate of the client,
2. CA Certificate (Authorisation Center) level 1, which issued the certificate of the client,
3. CA Certificate (Authorisation Center) level 0, which issued the certificate CA of level 1.

Each Certificate starts and ends with the lines:

The lines above shall mean the beginning and the end of the particular certificates.

The scope and manner of using data, which is used for securing the communication TLS, is different
and depends on the system/application used by the entity. Nonetheless, typical requirements of
tools/components SSL/TLS cover the usage during certification of SSL the following elements:



1. client certificate;
2. private key — which secures the possibility to use the client certificate exclusively through the
entity being its deponent;
3. chain of certification / chain of certificates (ang. certificate chain), which certifies the client as
the certificate issued by the CA and contains:
1. CA Certificate (Authorisation Center) level 1, which issued the certificate of the
client,
2. CA Certificate (Authorisation Center) level 0, which issued the certificate CA of level
1.

In the Linux certificate with SPOE KAS one may test with the use of the curl tool. The sequence of
commands was presented below. The Certyfikat.pem means the certificate obtained which was
decoded from the format base64 to format PEM. Whereas, fd1l.key shall mean the private key
(decoded) used to generate CSR.

curl -X POST --cert ./certyfikat.pem --key ./fd1.key -H 'Content-Type: application/json' -H 'cache-
control: no-cache' -d'[{"dataid": "1960472", "serialNumber": "ALBS8 74718", "latitude":
52.17264488, "lonitude": 21.1956136, "altitude": 140.0, "fixTimeEpoch": 1505893301000000,
"gpsSpeed": 0.0, "accuracy": 15.17, "gpsHeading": 0.0},{"dataid": "1960473", " serialNumber":
"ALBS8 74718", "latitude": 52.17264546, "longitude": 21.195608, "altitude": 138.0, "fixTimeEpoch":
1505896249000000, "gpsSpeed": 10.0, "accuracy": 15.17, "gpsHeading": 0.0}]' https://cloud.spoe-
dev.il-pib.pl:8443/zsl/ssl/10000000-0001-1001-0001-0000000000001

Note 1: Address https://cloud.spoe-dev.il-pib.pl:8443/zsl/ss|/10000000-0001-1001-0001-
0000000000001 should be replaced with the address obtained from the form by email, namely the
contents of the field Address URL of the e-TOLL dedicated after communication with the service
Operator ZSL or Operator OBU.

Note 2: Certificate X.509 of the client SSL/TLS on the side of the Operator ZSL or Operator OBU

The obligations of the ZSL Operator or OBU Operators include:
1. obtaining the above certificate:
a. first — as a result of the service registration,
b. for each next before the lapse of 365 days from the issue of the previous certificate;
2. using the valid certificate X.509 of the client SSL/TLS to certify the communication with the
data interface SPOE KAS.

The first certificate X.509 of the client SSL/TLS is issued in the response to sending to SPOE KAS via
dedicated portal, the demand to issue the X.509 certificate of the client SSL/TLS by means of one of
two available forms of communication:
1. document XML;
2. form of the service registration filled in on the side of the SPOE KAS service in the dedicated
portal SPOE KAS.

Another certificate may be obtained by means of sending to SPOE KAS by means of dedicated portal
the demand to issue the certificate X.509 of the client SSL/TLS by means of one of two available forms
of communication:

1. document XML;

2. form of data updating the service filled on the side of the service e-TOLL in dedicated portal.



Certificate X.509 of the client SSL/TLS used to certify the ZSL Operator or the OBU Operator during the
communication with the interface of the data SPOE KAS is the first of the certificates returned by SPOE
KAS in response to sending form/document XML. Each of the certificates returned ends from the line
»—----BEGIN CERTIFICATE-----" and ends with the line ,,-----END CERTIFICATE-----".

Validity date of the certificate X.509 of the client SSL/TLS may be seen by means of the package of tools
OpenSSL free of charge with the use of the following order:

openssl x509 -inform PEM -enddate —hoout —in plik_z_certyfikatem_klienta_x509.pem
where:

1. plik_z_certyfikatem_klienta_x509.pem — constitutes an example name of the file containing
the certificate X.509 of the client SSL/TLS issued by SPOE KAS.

Below the example answer was given to the above order:
notAfter=Sep 30 08:30:58 2020 GMT

where:

1. notAfter — label of the field ,,nie pdzniej” from the certificate X.509, which contains the final

validity date of the certificate, after which it should not be used nor trusted;

2. Sep —three letter abbreviation of the name of the month, in this case the abbreviation from
September, namely September;
30 — day;
08:30:58 — time, minute and second;
2020 —year;
GMT — three letter abbreviation of the name of the time zone, marking of the time zone, in
this case this is abbreviation from Greenwich Mean Time, marking that in order to obtain the
time of the time zone Europe/Warsaw, one should add to the time provided 2 hours in case of
summer time and 1 hour in winter time.
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Note 3: Configuration ,mutual TLS”

In case of configuration of mutual TLS one should pay attention to the fact that the change of the
certificate of the server will prevent from correct authentification of the communication. The
information on the change of the certificate of the server will be distributed to Operators, whereas in
case of Operators, whereas in case of any problems with the review of the certificate one may use the
order allowing for the view of the certificate, i.e.:

openssl s_client -showcerts -connect communication.etoll.gov.pl:443
openssl s_client -showcerts -connect communication.etoll.gov.pl:443 2>&1 |openssl x509 -text -noout
| more



